GetNewWord()

Web service call N Randomly selects a word, generates

Get new image/word

»
GUID w across Internet a GUID and returns GUID & URL to
display CAPTCHA-image
v

Get and save GUID
& get Image URL
from response

Captchalmage.aspx
. Gets GUID from querystring, validates
-~ P that the GUID is valid, that the image
has not been displayed before and
shows the CAPTCHA-image

Display image by
setting <IMG> src to
URL returned

Web service call
across Internet

\4

User sees image and
enters word into web
form

ValidatelmageWord()
Validates that the GUID is valid, that

Validate word for the Web service call

GUID g O M — ‘-—P t_he word hasn’'t been previous_ly
validated and that the word provided
matches the word that is stored
Display error to user /
optionally generate
Word valid? No-» new image word and
prompt user a 2™
time
Yes
v

Allow user to proceed




